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1.1 |l ntroducti on

Control engineering has evolved over ti me.
mai n method for controlling a system. More r e
for control and early electrical control was I
power to be swdtefhfedwiomhawmt a mechanical switdc
use relays to make simple | ogical contr ol dec
cost computer has brought t he most recent re
Logic Controller (PLC). The advehtOsof anhde hPalLs

become t he most common choice for manufactur.i
PLCs have been gaining popularity on the f:

remain predominant for some time to come. Mo ¢
advantages they offer.
A Cost effective for controlling complex syste
A Flexible and can be reapplied to control ot h
A Computational abilities allow more sophistic
A Trouble shooting aids make programming easi e
A Reliable components make these |likely to ope
1. 2 What i s a Programmable Logic Contr
A PROGRAMMABLE LOGI C CONTRDC)LER s an i ndus
computer control system that continuously moni

and makes decisions based upon a custom prog]
out put devices.

Al most any production | ine, machine functi
enhanced wusing this type of control system. F
using a PLC is the ability to change and repli
coll ecting andngovwnuali cianfior mati on.
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Anot her advantage of a PLC system is that i
mi x and match the types of l nput and Output
application.

1. 3 Wh a t i's i nside a PLC?

' 8 | &

’; Central ;—(:>—

u Processing N

: z Unit 2 B

S T+
The Central Processing Unit, the CPU, cont a
tells the PLC how to perform the following fu
A Execute the Control Il nstructions contained
program is stored in "nonvolatile" memory, n

not be lost if power is removed.

A Communicate wi t h ot her devices, whi ch can
Programming Devices, Networks, and even ot he

A Perform Housekeeping activities such as (
Di agnostics, etc.

1. 4 How does a PLTGeO@ earaet €efur basic step
operation of al/l PLCs; l nput Scan, Program Sc
Housekeeping. These steps continually take pl

shown in Fig 4.1).
Four steps in the PLC operations includes
1l nput Sbamects the state of all input devices th

2Program SkExaencutes the wuser created program | ogic

3.0ut put SEMRmer gi zewnemr gdee all out put devices that
the PLC.

4 Housekeepgihng step includes communications with
internal diagnostics, etc. ..
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These steps are continually processed in a | o

Housekeeping |—

Input
7 Scan
Output ¥
Scan
K
Program
Scan

Figl Steps in PLC operations

What programming | anguage is used to p
Whi | e Ladder Logi c i's the mo st commonly
|l anguage, it is not the only one. The foll owi:!

that are used to program a PLC.

1. 5Ladder Diagrama@didD) onal | adder | ogic
programming | anguage. I nitially progr
contacts that simulated the opening and
Logic programming has been expanded to
as counters, ti merss, asnhdi fntatrhe ipsetreat i on

OVR1 START
o | | )
SWw2 N
| | X54
EN ENOD A 8 F—

X65 ——sSUB
;] — SPEED
PUMP1 ENABLE w100
| | | | PN
I 11 A

Fig 4.2 Ladder Diagram
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Start | — N [PUMPS | Ready

— Ready

[ [
Vacuum |— S |DEPRESS | | Checks N |PRESS_CHK

Fihy 4 Sequenti al Function Chart

Programming a PLC?

Ladder | ogi c is the main programming me t
mentioned before, | adder | ogic has been devel
decision to use the relay | ogic diagrams was
| adder |l ogic as the main, prlogr ammiumg mdt hroedt

needed for engineers and tradespeople was gr e

Modern control systems still include rel ays:s
|l ogic. A relay is a simple device that wuses a
as pictured in Figure 4.5, When a voltage i s
resul ting cuersr eantmacgrneeatti ¢ fi el d The magnetic
switch (or reed) towards it and the contacts
contact that <c¢closes when the coil I's energiz
normally c¢closed contacts tauchnowheennetrhge zierdp u't
are normally drawn in schematic form using a c
The output contacts are shown with two paral/ e
are shown as two | ines, -aordduwdtliln d)e whhem st(me n
not energi zed. Normally <c¢closed contacts are
di agonal l ine through them. When the input <co
closed contacts will be closed (conducting).
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stu
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com
t he
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normally c¢cl osed

input .
nor mal —
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_.
N S
0—| —®
A __C
| N
\ % ladder logic
| \__/ e
i nput |nput Out pu
(normal |l Ynar mal I(gor mal I'y

Fib 5 Simple Relay Schematic and Ladder | ogic

I n actual PLCs inputs are never relays, bu
The | adder |l ogic in the PLC is actwually a
user can enter and change.

first PLCs were programmed with a techni
ic wiring schematics. This eliminated the
hnicians and engineers how uto, ptrhoigs ame tah acd
ck and it is thechopsegueommonprogramming PL
mpl e of | adder | ogic can be seen in Figur e
gine that the power is on the vertical | i ne
hot rail. On the rightihandnsitde if$guhe n
rungs, and on each rung there are combi nza
es) and outputs (circles). I f the inputs

bination the power can flow from thweerhot r a
out puts, and finally to the neutral rail

ch, or any other type of sensor. An output
that i s switched on or off, such as 1light
act srmalel woopen and normally c¢closed. Whict
i nput B is off, then power will flow throlt
er combination of input values will resul't
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A B X N
/1 (-

\__/
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/ " - . . 1 r k\,u,/j

'
e -
| IN]LL'TS OUTPUTS

Note: Power needs to flow through some combination of the mputs
(A.B.C.D.E.F.G.H) to turn on outputs (X.Y).

Fi 6 A Simple Ladder Logic Diagram

The second rung of Figure 4.6 1is more <co
mul tiple combinations of inputs that wil!/ res
the | eft most part of the rung, power coul d fI
D is on. Power dcosuilndulatlasme dwsnl y) fl ow t hrough
E and F are true. This would get power half w
G or H is true the power wil/ be delivered to

1. 7 PLC Connecti ons

When a process is controlled by a PLC it
make decisions and update outputs to drive act
The process is a real process that wil/l chang
the system to newodsetsatefs qmper ami on) . Thi s me
controller is Iimited by the sensors avail abl

controller will have no way to detect a condi"
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Fi 7 The Separation of Controller and Proce:
The contr ol l oop is a continuous cycle of 1
| adder |l ogic, and then changing the outopu
happen instantly. Figure 4.8 shows the b
n power is turlnyed hoen PLnG tdicaes a quick sanit
t the hardware is working properly. I f the
indicate there is an error. For exampl e,
power was |l ost, the memohiys wwillll bree <wlrtr uipt
the PLC passes the sanity check it will th
il nputs values are stored in memory the
| ved) using thenetotbde carvent val wes. Th
vent | ogic problems when inputs change dur.i
| adder |l ogic scan is complete the output
ues wi || be changed). After this the systei
t he | oop ncdoerftiinn wees vyi Unl i ke nor mal comp
gram wi | | be run every scan. Typical ti mes
er of milliseconds.
PLC program changes c;g_tput; —

by examining inputs / \Set new outputs
|

I
' THE -
l‘ CONTROL Y - Power turned on

| LOOP ¥

| |
L __/Process changes and PLC pauses

Read inpufs ~®— while it checks its own operation

FiD 8 The Scan Cycle of a PLC



1. 7 PLC HARDWARE

1. 7. 1 I NTRODUCTI ON

Many PLC configurations are available, eve
in each of these there are common component s
essential components ar e:
Power SupPphiys can be built into the PLC or be
voltage | evels ired by the PLC (with and

requi
24Vdc, 120Vac, 220Vac.

CPU (Central Procesldiimg idniat )comput er where |
stored and processed. Centr al Processing Uni i
controller. CPU itself is wusually one of the |
I/ O (I nput/ OAt pwtmber of i nput/output terminal
so that the PLC can monitor the process and i

| ndi cator -Thgbhesindicate the status of the PL
program running, and a fault. These are essen:

The configuration of the PLC refers to the
f

Typical <configurations are |isted bel ow rom |
RackA rack is often |l arge (up to 180 by 300 ©b
mul tiple cards. When necessary, multiple rack:
These tend to be the highest cost, but also t

mai nt ai n.

Mi niThese are similar in function to PLC racks
ShoebeA compacitrpnal bnit (about the size of a
|l i mited expansion capabilities. Lower cost, a
for small applications.

Mi cr-oThese units can be as small as a deck of
fixed quantities of I/ O and | imited abilitie
Softwarmesoftware based PLC requires a comput e
but all ows the PLC to be connected to senso

net wor k.



1. 7. 2 | NPUTS AND OUTPUTS

|l nputs to, and outputs from, a PLC are nece
a process. Both inputs and outputs can be <cat
l ogi cal or continuous. Consider the example o
turned on or a@flf,cointt riod .l ddgi ¢ he | ight can be
l evel s, it i's continuous. Continuous values
values are preferred because they allow more
As a result most control sua@pllagiadadlonisndutngd &rL
for most applications. Hence, we will discuss
I/ O for | ater.

OQut puts to actuators allow a PLC to cause
process. A short |l ist of popular actuators i s

popul arity.

Sol enoid Valoge < al out puts that <can switch a
flow.

Li ght4lsogi cal outputs that can often be powere
boards.

Mot oSt art emost ors often draw a | arge amount of
started, so they require motor starters, whic

Servo Motarcsonti nuous output from the PLC can
speed or position.

Outputs from PLCs are often relays, but they
el ectronics such as transistors for DC output
Continuous outputs require speci al out put car

converters.

|l nput s come from sensors that transl ate
electrical signals. Typical examples of sensor
of popularity.

Proximity Swudgehiesmductance, capacitance or |ig
|l ogically.

Switchengchanical mechani sms wi | | open or <cl os
a |l ogical signal

Potenti omaenearsures angul ar positions continuou
resistance.

10



LVDTIlinear variable diff-emeasuraebk traestodmsp)

continuously using magnetic coupling.
|l nputs for a PLC come in a few basic varie
DC input s. Sourcing and sinking inputs are al

dictates that a device does not supply any p
switches currenta osni mpl eofswi tlalk.e

Sinki-When active the output a

|l l ows current to
This is best selected when diffe

rent voltages
Sourci-nghen active, current flows from a supp
device and to ground. This method is best wuse

supply voltage.

This is also referred to as NPN (sinking) a
popul ar.

11



Modi con Quifealtemecani que Si eme®ds mati c
A brand of Schneider Electric

1. 8 Some Pictures of Different PLCs

Al l en Bradl ey
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2. 1 |l ntroducti on

As in many other areas, the computer applicat.
have gr own tremendously over t he | ast seve
apparently al | aspects of el ectrical power

pl anning, energy ma n a gceansetnt , p olweeard (qfucarlea t vy, a
generation, transmission and distribution, et

control equipment and SpOAcDcAehsesrees tilse caadrloendy m st
foBuper vi GoonrtyrAmldDat dcqui si ti on. SCADA consists

host (Master Ter mi nal Uni t |, MTU) ; field dat a
(Remote Ter mi nal Uni t s, RTUs) ; communication
application to monitor and control RTUs. SCAD¥#
or cl-beed control i n bonljamgt ioorn swhiotr t di
communi cati ons.

Very few industrial plants can be Il eft to rur
some form of control system to ensure safe an
Figure 5.1 is thus a representation of a typi
pl ant connected tm.aThbost act ssyeteéransl ate th
the human operator into the required actions,

back to the operator.

Human
being

Commands y T Information

Control
system
&
Actuators + Sensors
Plant
Fiag 1 A simple view of a control system

13



2. 2 SCADA System

SCADA (supervisory control and data acqui s
combination of telemetry and data acquisitioc
collecting of the information via a RTU (remo
back to the centralt sintyeneceaesswyuirygaonal ysi s an
then displaying that information on a number
The required control actions are then conveye

early days of data acquisition mpelawyckognc awad
plant systems. Wi th the advent of the CPU (as

ot her electronic devices, manufacturers incor
relay |l ogic equipment, creating the PLC or [
whi chtilsl sone of the most widely used control
grew to monitor and control more devices i n
di stributed and the systems became more inteld]l
and/ or DCS (distribuskedacentsed sysskeomwn bel o)
initially RTU was often a dedicated device, P
days.

PLC

or

DCS

|

[l

|onzmmmm

L ALK

Fi2gg2PC to PLC or DCS with a fieldbus and sens:c

14



As the requirement for smaller and smarter sy

designed with the intelligence of PLCs and DC
as | EDs (intelligent electronic devices). The
such as Profi bus, nDdeavtiicoenNeri eolrd bFuosu t o t he PC.
enough intelligence to acquire data, communic
their part of the overall progr am. Each of th
have more than one sensor on board.e Taynpi cal ly
analog input sensor, analog output, PID contr
program memory in the one device.
A SCADA System usually consists of the foll ov
A A Huma-Machine | ndrerHBMceis the ap
presents process data to a human
the human operator, monitors and

A°A supervisory (computer) system,
on the process and sending commalil

A Remote Termi fMaRITUYNIi tcoonnecting t
procecssnverting sensor sigamad sser
digital data to the supervisory

A Programmable Logi(cPLCsnt rucsslelderas
because they are more economi ca
configurable -phbapospeBRTHSE.

A Communicatnbnastructure connect.i
system tRe mohe Ter mi nal Uni t s

Ther e I s, i n sever al i ndustries, consi de
di fferences between SOABATrsypstems camdrCsl) .syst
Generally speaking, a SCADA system wusually
coordinates, but does not eabntlTrtheek .dprsocccuessss eosn i
redali me contr ol i s muddi ed somewhat by newe
technol ogy, enabling reliable, l ow | atency, h
wi de areas. Mo st di fferences bet ween SCADA
determined and ciaginawrsaeid.l | As bceommuni cati on i nfr
hi gher capacity become available, the differer
fade. The term SCADA usvually refers to central
contr ol entire sites, or complewers lodr gsey sa ream
(anything between an industrial plant and a cc¢
perfor med automatematdt ¢ y t drymi n@'l RTWsl') s or by
programmabl e | ogi(c PCt&stnol IHorsg contr ol funct

restricted to basic overriding or supervisory

15
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exampl e, a PLC may contr ol the flow of
i ndustri al process, but the SCADA syst
the set points for the flow, and enabl ¢
and high temperat uyed amd breecdarsdpdda. The
|l oop passes through the RTU or PLC, wh
overall performance of the | oop.

The SCADA system reads the measured
flow and level, and sends the setpoints to the

PLCs —

SCADA

£ PLC 1 , Y| PLC2 | 5

8 8 G 2

gl B 2 O

g : 3 e

v | : %

| -~ I >

' & ' Y

E-1
PLC1 compares the measured flow to PLC2 compares the measured
the setpoint, controls the speed pump level to the setpoint, controls the

as required to match flow to setpoint. flow through the valve to match

level to setpoint.

Fig. 1.3 A simple application of

16



Data acgqubiesgitnnsonat the RTU or PLC |
readings and equi pment status reports

required. Data is then compiled and fo
room operator wusing the HMI can tnoa kaed s
override nor mal RTU (PLC) control s. Da
of ten built on RDatadmmedi Mynagemento Q)
trending and other analytical auditing

SCADA Ssystems typically I mpl ement
commonly referred to as a tag databas
called tags or points. A point repres
monitored or controlled by thersystenm!
A hard point represents an actual i npu

a soft point results from | ogic and ma

met, they are activated. An example of an al ar
in a car. The SCADA operator's attention is d
requiring attention by the alar m. Emails and

17
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2. 3 SCADA Architectures

SCADA systems have evolved through 3 g
First Generation: "Monolithic"

Il n the first generation computing was
Net works didnét exist at the time SCAL
systems were independent systems with
systems. Wi de Area Networks were | aober
communi cate with the RTU. The communi c
often proprietary at that time. The fi
redundant si-npemaibhadckhme system was c¢c
| evel and was used i n t hemadwe mtaionff rfaam
Second Generation: "Distributed"

The processing was distributed across
connected through LAN and they shared
station was responsible for a particul
cost of each station |l esssth&enthatopne
net work protocols used were still most
Third Generation “"Net wor ked"

These are the current generation SCADF#
architecture rather than a vendor <cont
SCADA system utilizes open standard ar
functionality across a WAN rather than
party peripheral d e vidciessk Idirkiev epsr,i nttaepres
use of open architecture. WAN protocol
are used for communication between the
communications equipment. This on the
the secur ADA 8ysBE€Em which seems to be
warfare and cyber terrorism attacks.

18



2. 4 SCADA Hardwar e
A SCADA system consists of a number of remote

collecting field data and sending that data b
communi cations system. The master station dis
al so all ows the opeernaottoer ctoon tpreorlf otrans kks. The ac
ti mely data allows for optimization of the pl
further benefit is more efficient, reliable a

operations.

This all results in a | ower cost of oper:
automated systems. On a more complex SCADA sy
five |l evels or hierarchies:

AField level Il nstrumentation and control devi
AMarshalling terminals and RTUs

ACommunications system
AThe master station(s)

AThe commerci al i nformation technology (I T) o
computer system.

The RTU provides an interface to the field an
situated at each remote site. The communicat.i
pat hway for communications between the master
sites. This communicationbeystopmican rhaaiwir ¢.e
l ine, microwave and possibly even satellite.

detection philosophies are used for efficient
The master stamashef(s®)y gabher data from the v
generally provide an operator interface for d
of the remote sites. I'n | armpaested egnett ey gaytsh e

i nformation fr onnrde naoctte assi taesr el ay back to the
station.

19



2.5 SCADA software

SCADA software can be divided into two types,
devel op proprietary software to communicate t
as Oturn keyd solutions. The main problem wit
reliande smpplier of the system. Open softwar
because of the interoperability they bring t
mi x different manufacturersd equipment on th
are tjwostof the open software packages availab
Some packages are now including asset managem
system. The typical components of a SCADA sys;
bel ow.

SCADA systam

Industrial networle Other part of
ihigh level) factory

.

Triclustrial
network
(m l_|w__|\c' level)

-~
s

Centra
e ~ PLC
Visual and sound signals . N B ="controller

7 SN :

N
A

B8

JR— — :

—O- ' | Local PLC -
S controller - Local
N process

control

systemn

© Input sensing devices Output load devices
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3.1 | NTRODUCTI ON

A substat-6dB850E6ased is an intelligent S |
Et hernet | ocal area network (LAN) gathering o
data withmhomane interface available over a wi
The network includes apdsomgel mMmbgenhbr el ectro
(1 ED) wi tthep egeerer pr ot ocol s, all owing aut omat ed
buses, high speed operation, environment al mo |
information anal ysi s.
The other advantage of this standard is the i
equi pments, such that spare parts from any ve
manufacturer parts. This is really a great ad
Il n short, the advantages of | EC61850 are summ
bSaves time during i mplementation.
bSi mplifies upgrading and extending he subst
bReduces wiring and schemati cs.
bReduces cost.
bOpti cal fiber wi t h hi gh speed net wor ks pr o
communi cati on.
bMakes wutilities |l ess dependent on suppliers.

t he
advantage

as
engi neer s.

bChanges 1in
an

profession
for young

21
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Transformati on from static structur e t o d

operation to sel fanmdonuiptsotrrienagn contr ol to | oc
response is really the main outline of the be
With this technology, a roomful of el ectromec
replaced with one digital panel only.

3. 2 Principle

Modern electric power systems include mul't
programmabl e controll ers, phasor measur ement
| EDs that are capable of producing and consur
monitoring, meteringonauwutoédmati on and c

I n existing electromechanical schemes when

operates, the following happens:

-Unique Lockout Function:

Each protection function that performs | ockou
combined with others. For exampl e, I f a trans
sets a |l ockout state for t he breakers t hat
subsequent togthopetai ppnn one of the breaker
breaker failure function sets a separate | ocl
and all the other breakers or TT channels to |
has two independent | ockouts applied to it.
-Local |l ndi cati on:

An operator must be able to determine which o
in effect, so he can check on the cause and r
corrections before resetting each one.

-Close I nhibit:

A breaker cannot be closed as | ong as any |l ock
|l ockouts applied to it have been reset.

-l mmunity to Relay Loss of Power:

The application of the | ockout mu st not be
particul ar rel ay, or on power to the relay.
controlling relay or its DC supply cannot p O S
out breaker

22



-l mmunity to System Loss of Power:

The memory of each of the possible | ockouts |

words, even if the entire powemeamgd zeldo ainmdg | &

renergized, all the |l ockouts that were in eff
To remedy the shortcomings indicated above,

foll owi ngs:

-Remote I ndication:

The | ockout states are reported to SCADA and t
remote communications.

-Single Procedure Reset:

The resetting of a particular | ockout has a s
breaker s, channel s, and other systems are res
this particular | ockout when that resetting p
cannot be expaedctiee@l yogo around the station fi
the | ockout actions at each of many target re
-Backup I ndication and Reset:

There must be a clear backup process for ident
above rul es i f t he substation concentrator,

interface (HMII) are down.

Lockout Restored by System

Lockout memory system must be robust in the
repl acements. The system should have the mea
|l ockouts among all the relays and | EDs in the
the system shoul d H©bec&lolug tsa asets ictox rectl y wh
on, even though the replaced device was not t
arose.

Removal of |l ockout can be remotely blocked or
resetting by field personnel i n a hurry. Baclk
statistics on frequency, causes, time duration
for businesspprocegsand I mprovement .
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3.3DESI GN OF I EC 61850 BASED SUBSTATI ON AUT
SYSTEMS ACCORDI NG TO CUSTOMER REQUI REME

3.3. 1 | NTRODUCTI ON

Il EC 61850 is the gl obal standard for Subst

for and open and Afuture proofo design, differ
to combine products from multiple vendors. Thi
possibilities bguets.alBsyo ucshianlgl ethhe i nherent ad\
61850 it is possible to optimize more reliabl
big vendors are speeding up Qquite fast. I n
i ntegrators t o utilize the benetsaty ©©br | EGe
generation, transmission and distribution <cor

awareness and education program fTpeophejramos
start the migration to |IEC 61850.

For specification, design and engineering,
of IT'EC 61850 is its support to strong form
substation and its automation system.

3.3. 2 CUSTOMER SPECI FI CATI ON

3.3. 2.1 Gener al

The customer specification has to include thr
A.the functionality needed

B.t he performance requested

C.constraints applicabl e.

Thé uncti orneafleirtsy mai nly t o -ltihree gdivegqr amnagfl et he
substation and the protection and control fun
automation system.

Theer for mamacleudes figures for reliability ar
Theonstrmawtisnclude interfaces needed for r ¢
centers or remote maintenance systems. Con
geographical ssiittueat iio.ne.ont he di stances bet w
building space, shielding and @oo¢udckiarsg ftaa
exi stence of prescribed | ED types.
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3.3. 2. 2 The Single Line Diagram

The SLD shows all power equipment to be cor
defines how this shall be done from the operat
how the power equipment iIs electrically conne
needed e.g. foranidntsgmichealoichgegck functionality.

Fi .1 Part of a substation single |ine diagram with eqlt

3.3. 2.3 Functions (Specification Method)

The functionality as given by the SLD sh
t

reference to any i mplementation o allow opti
of fers the lcogiceplt( ddefsor formally defining f
is an object, which comprises at | east all rel
and all extensions according to the rules of
functional requirements in ahst &8hda(deredi gay
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